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Copyright Notice

The use and copying of this product is subject to a license agreement. Any other use is prohibited. No part of this publication may
be reproduced, transmitted, transcribed, stored in a retrieval system or translated into any language in any form by any means
without the prior written consent of us. Information in this manual is subject to change without notice and does not represent a
commitment on the part of the vendor. We do not warrant that this document is error free. If you find any errors in this document,
please report to us in writing.

This product includes software developed by the Apache Software Foundation (http://www.apache.org/).
Trademarks

Microsoft, Windows, Microsoft Exchange Server and Microsoft SQL Server are registered trademarks of Microsoft Corporation.
Sun, Solaris, SPARC, Java and Java Runtime Environment are registered trademarks of Sun Microsystems Inc.

Oracle, Oracle 8i, Oracle 9i are registered trademarks of Oracle Corporation.

Lotus, Domino, Notes are registered trademark of IBM Corporation.

Red Hat is registered trademark of Red Hat, Inc.

Linux is registered trademark of Linus Torvalds.

Apple and Mac OS X are registered trademarks of Apple Computer, Inc.

All other product names are registered trademarks of their respective owners.
Disclaimer

Pronet Solutions Corporation will not have or accept any liability, obligation or responsibility whatsoever for any loss, destruction or
damage (including without limitation consequential loss, destruction or damage) however arising from or in respect of any use or
misuse of or reliance on this document. By reading and following the instructions in this document, you agree to accept
unconditionally the terms of this Disclaimer and as they may be revised and/or amended from time to time by Pronet Solutions
Corporation without prior notice to you.
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1 Overview

1.1 Benefits

A Easy Backup of

1. Microsoft Exchange Server 2000 / 2003 / 2007

2. Microsoft SQL Server 7.0 / 2000 / 2005

3. Lotus Domino/Notes 5.0 or above

4. Oracle 8i or above

5.  MySQL 3.2.4 or above

6. Windows System State

7. Outlook and Outlook Express (i.e. *.pst, *.dbx and *.wab)

8. Important personal settings, e.g. Desktop, Favorite, My Documents and History etc
9.  Other common files (e.g. *.doc, *.xIs)

A Support backing up only changes within a file (using in-file delta technology)

A Support backing up of open files on Windows XP/2003/Vista (Volume Shadow Copy)

A Support backing up of Windows NTFS access privileges, Linux access privileges and modes, Mac
OS X metadata and resource forks

A Easy to use, deploy and maintain

1.2 Features

A (New in 5.5) Re-design of PronetProtect GUI

A (New in 5.5) Continuous data protection - start backup whenever a file is being modified

A (New in 5.5) Add options for user to choose to backup using 256-bit Encryption

A (New in 5.5) Add the functionality of "Backup and Sleep (Hibernate)" and "Backup and standby"

A (New in 5.5) Allow backup schedule to run every X minutes

A Full support of Microsoft Exchange individual email, contacts, calendars, tasks etc.

A Choose whether to restore Afile permissionso during

A For ALocal Copyo backup, ability to choose whether t
offsite backup.

A Lotus Notes/Domino agent for Linux.

A Auto Upgrade Agent to automatically upgrade the client software.

A User configurable incremental / differential in-file delta backup mode (i.e. backing up only changes
within a file since the last incremental or full backup according to each user& preference).

A Allow in-file delta backup mode to be overridden by each user individually according to backup time
(e.g. enforcing full (or incremental or differential) backup of all files every Sunday or the 1% day of
every month).

A Volume Shadow Copy backup (i.e. backing up files even when they are exclusively open, e.g.
Outlook.pst).

A In-File Delta backup (i.e. backing up only changes within files).

A Off-line backup mode and logout backup reminder.

A Customizable backup schedule allows backups to be scheduled at any time.

A Compress and encrypt data automatically before sending them to the server (server stores only
encrypted data).

A Increment backup strategy ensures that only new or updated files are sent to the backup server.

A Support both full backup (database backup) and incremental backup (transaction log backup) for
Microsoft SQL Server 7.0/2000, Microsoft Exchange Server 2000/2003, Lotus Domino/Notes 5.0 and
Oracle 8i or above.

A Can integrate with external AiOpen Fil etodMapemfiese.r 0 t o p

A Access backup data anytime, anywhere by using a web browser.

A Comprehensive backup report lists all files backed up. Backup report delivered automatically via
email.

A Backup data are CRC validated before they are stored on server.

A Fully user customizable data retention policy allows users to have access to deleted files using the
least possible storage space on the backup server.

A Can select source backup files easily by using a backup filter, e.g. selecting all *.doc and *.xls in your

computer in a single operation.
Run any custom OS commands before/after a backup job.
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Run on Windows, Mac OS X, Linux, NetWare, Unix and all other platforms supporting a Java2
Runtime Environment.

Periodic backup files validation on backup server ensures backup files are 100% valid and fully
restorable when needed.

1.3 Security

128-bit point-to-point SSL communication between server and client

Support HTTP/HTTPS Proxy and Socks v4/v5 firewall

Data are 128-bit/256-bit encrypted when stored on the backup server

Choice of different encryption algorithms, e.g. Twofish, Triple DES, Advanced Encryption Standard
(AES)

Choice of different encryption modes, e.g. Electronic Cook Book (ECB) and Cipher Block Chaining
(CBC)

An random initializing vector, salt and iteration count will be generated by the software automatically
for each file when encrypting your data

Each backup user can restrict online access to his files to his pre-defined list of IP addresses

> > > >

>

p>)

1.4 System Requirements

Client-side applications

Supported Platforms Application Compatibilities = Hardware Requirements

PronetProtect T Windows 95 1 Microsoft Exchange 1  Memory:
/98 / ME / Server 2000 / 2003 0 128MB
NT /2000 / /2007 (minimum)
XP /2003 / 1 Microsoft SQL 0 256MB
Vista Server 7.0 /2000 / (recommende
1 Linux kernel 2005 d)

2.4 or above 1 Lotus Domino/ 1 Disk Space:
T NetWare5.1 Lotus Notes 5.0 or o 110MB

or above above 1 Network
1 Solaris 2.x or 1 Oracle 8i or above Protocol:

above T MySQL 3.2.4 or o TCP/IP
1 AIX above (http/https)
T HP-UX 9 Outlook / Outlook
1 FreeBSD Express i.e. *.pst,
T MacOS X *.dbx and *.wab

10.3 or 1 Other common files

above e.g. *.doc, *.xls
1 All other 1 Also supports

operating backing up of:

systems that o Windows

supports System State

Java2 (all platforms

Runtime except Vista)

Environment o Windows NTFS

1.4.00r access

above privileges

0 Linux access
privileges and
modes
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0 MacOS X
metadata and
resource forks
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2 Installing PronetProtect

Before you can start backing up data to the Pronet Offsite Backup Server  (PronetProtect ), you need to install the
Pronet Online Backup Manager (PronetProtect ) onto your computer.

2.1 Installing PronetProtect for Windows

e

obc-win

1. Download the PronetProtect installer (ob m-win.zip) fromthe website http://pronetprotect.com

Follow the instructions on the installation wizard to complete installation

2. When finished, a new icon (  PronetProtect ) will be installed to the system tray (near the clock)
automatically and  PronetProtect will be launched automatically.

3. If you have a backup account username and password already, select [already a user?] and logon to the
server with  your existing username and password. If you do not, please contact your sales representative
to receive your username and password.

4.  |If this is your first time logging into the server, you will be guided to create a backup set

i Enter a backup set name of y our choice in the [Name] field and choose the type of backup set in
the [Type] field

ii. Select the files that you want to backup

iii. Setup the backup schedule by pressing the [Add] button (please note that you can add multiple
backup schedules to a backup set and please select the "Run scheduled backup on this computer"”
checkbox if you would like to run Continuous Data Protection (CDP))

iv. Setup the encryption setting for your backup set (if you don't know much about encryption, just
accept the default values here)

V. Press the [OK] button to complete the configuration of backup set Scheduled backup will run
automatically if you leave your computer on.

5. To run a backup immediately, click [Backup] button on the left panel, select the backup set and press [OK]
button.

6. Setup completed.
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2.2 Installing PronetProtect for Mac OS X

w
obc-win
1. Download the PronetProtect installer (ob m-mac.zip) fromthe website.

Expand the archive and run the installation wizard [ PronetProtect ] within the archive
2.  Restart yo ur Mac. Double click the desktop PronetProtect icon to start.
3. If you have a backup account username and password already, select [already a user?] and logon to the

server with your existing username and password. If you do not, please contact your sales representative

to receive your username and password.

4. If this is your first time logging into the server, you will be guided to create a backup set

i Setup the backup schedule by pressing the [Add] button (please note that you can add mul tiple
backup schedules to a backup set and please select the "Run scheduled backup on this computer"”
checkbox if you would like to run Continuous Data Protection (CDP))

ii. Setup the encryption setting for your backup set (if you don't know much about encrypti on, just
accept the default values here)

iii. Press the [OK] button to complete the configuration of backup set
Scheduled backup will run automatically if you leave your computer on.

5. To run a backup immediately, click [Backup] button on the left panel, selec t the backup set and press [OK]
button.

6. Setup completed.
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3 Uninstalling PronetProtect

This section describes the steps required to uninstall PronetProtect from your computer.

3.1 Uninstalling PronetProtect for Windows

1. Open [Start] ->[Con trol Panel] ->[Add/Remove Programs]

2. Select[ Pronet Online Backup Manager ] from the list and press the [Remove] button

3.2 Uninstalling PronetProtect for Mac OS X

1. Remove all program files by running

# cd $OBM_HOME/bin
# sudo ./uninstall.sh

2. Remo ve all backup setting by removing ~/.obm

#rm 1rf~/.obm

3. Restart your computer
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4 Using PronetProtect
This chapter will describe all the features available in  PronetProtect and outline how you can use PronetProtect to
meet various b ackup needs.
4.1 System Tray Launcher (Windows Only)
After you have successfully installed PronetProtect onto your computer, an PronetProtect icon will be added to the

system tray area (next to your system clock) automatically.

Open

Backup and Shutdown »
Backup and Standby  »
Backup and Hibernate »

Help
‘rofessional
B service Pack 3)

I Exit m

This icon is the entry point to PronetProtect . Right clicking the icon will show a menu that provides the following

functions:

Menu ltem What it does

Open Run PronetProtect .

Backup Runs a specific backup set (or all backup sets) chosen from the sub -menu
in silent background mode.

Backup and Logoff Runs a specific backup set (or all backup sets) chosen from the sub -menu
in silent background mode and then logoff from Windows  when finished.

Backup and Restart Runs a specific backup set (or all backup s  ets) chosen from the sub -menu
in silent background mode and restart Windows  when finished.

Backup and Shutdown Runs a specific backup set (or all backup sets) chosen from the sub -menu
in silent background mode and shutdownth e computer when finished.

Backup and Standby Runs a specific backup set (or all backup sets) chosen from the sub -menu
in silent background mode and enter the Standby mode of Windows .

Backup and Hibernate Runs a specific backup set (or all backup sets) chosen from the sub -menu
in silent background mode and enter the Hibernate mode of Windows .

Help Show s a help dialog

Stop running backup Interrupt s a running backup set (or all backup sets) chosen from the sub -
menu.

Exit Close this system tray launcher application
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4.2 Logon Dialog
Before you can use PronetProtect , you have to be authenticated by PronetProtect first. The logon dialog shown
below will check if you have the right to access PronetProtect by submitting the username and password you

provided to the b ackup server.

BE PronetProtect Online Backup Mana... Q\E@

¢ 9 PronetProtect™

Secure Online Backup

Login Name :
Password: |
| Save password
© Forgot your password?
‘=2 Language
English -

oK Cancel & = Options
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Language Selection
You can switch the language of the PronetProtect user interface by choosing the desired language available from
the [Language ] drop down list. The languages available include s English, Czech, Danish, Dutch, Fren ch, Spanish,
Portuguese, Icelandic, Norwegian, Finnish, Italian, German, Swedish, Chinese (Traditional and Simplified),
Japanese , Lithuanian and Slovenian.
E PronetProtect Online Backup Mana... E]:i [g]
¢ 9 PronetProtect™
Secure Online Backup
Login Name :
Password :
| Save password
© Forgotyour password?

‘=3 Language

Engli‘sh (e

Deutsch -~

EMnvikd j

Espafiol R

Basque =

Suomi

Francais

Magyar |

islenska .
4.3 Main Window
Press [OK] to logon. After the backup server authenticates you successfully, the PronetProtect main window

appears.

BE PronetProtect Online Backup Manager

E PronetProtect™ Language ; English v l:j Save Setting Q‘; Quit

.‘ Summary (yourusername)
B Backup
y % Quota Usage

Used: 0/50M {0%)
.1,--: Restore Data: 0 (0file)

Recycle Bin: 0 {0file)

i Statistics
Total Backup : 0 (0 file) Backup Log [

Total Restore : 0 (0 file) Restore Log [

&3 LastBackup
Mo backup log found

5

(B3]
o
0
e
@
-~
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4.4 User Profile
]
You can then use PronetProtect to update your user profile. Press the button to open the [User Profile] dialog.
¥ PronetProtect Online Backup Manager -] [X
E PronetProtect™ Language : English v l’:\J Save Setting @ Quit
Sum| 5
t”‘" Batkup User Profile @
| A=
u 2 User Information
‘,.«: o Login Name :  yourusername
sy Restore o DiswlayName : [John Smith
- Password : baid Change %
il [7] Save passwaord
T = Backup Log [
T I—J _Cclntact Restore Log [
jsmith@company.com v
il Name : John Smith
Email . jsmith@company.com
Add Remove 11 Properties
@ Time Zone
GMT-06:00 (CST) =
OK & = Cancel £
Qs & O
O YD D
You can perform the following update to your user profile.
To change your [Dis  play Name], enter the new display name in the [Display Name] field and press [OK].
To change your [Password], press the [Change] button next to the password field. A [Change Password ] dialog will
appear. Enter your original password and new password into t he text field of this dialog and press [OK].
X
&= Password
Old Password : EEEEEN
New Password SEEznis
Confirm New Password ; | ==+
oK Cancel
To change your [Time Zone], just select your time zone from the drop down list next to the time zone entry.
To add a new contact email to this acc ount, press the [Add] button in the [Contact] section. A [Add New Contact]
dialog will appear. Enter a name and an email address in the text field provided and then press the [OK] button.
x
() Contact

Name : | Backup Demonstration
Email: | demo@demoemail.com|

0K Cancel £

To re move a contact email, select the email that is to be removed from the email list and press the [Remove]
button. Press [OK] to confirm the removal.
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To update a contact email, select the email that is to be updated from the email list and press the [Propert
button. A[ Properties ] dialog will appear. After you have made the changes that you want, press the [OK] button.

Properties (demo@demoemail.com) x|

=1 Contact
Name : | Backup Demonstrator]
Email . demo@demoernail.com

OK Cancel

4.5 Backup Logs

All backup activities are logged to backup activity log files.

How to review backup activities?

You can review all your backup Jobs by

1. Press the [Backup Log] button on the PronetProtect

They are available for reviewing from

2. Select the Backup Set you want to review  from the [Backup Set ] drop down list.

3. Selectthe Backup Job you want to review from the

= Backup Log @

Backup Set: OurBackup Set| v

Log: 2009/01/2911:44:33 »
Type 2008101429 11:44:: Log
2009/01/28 11:43:42 |~ 5Py, PronetProtect 5.5.1.0]
Start running pre-commands
Finished running pre-commands
Start Creating Shadow Copy Set ...
Shadow Copy Set successfully created
Downloading server file list
Reading backup source from hard disk ...
Downloading server file list ... Completed
Reading backup source from hard disk ... Completed
Getting all files which have been added
Getting all files which have been added ... Completed
Getting all files which have been updated
Getting all files which have heen updated ... Completed
Getting all files which have been deleted
Getting all files which have heen deleted ... Completed
Getting all files which have been maved
Getting all files which have heen moved ... Completed
Total New Files =1
Total New Directory=0
Total Updated Files=0
Total Deleted Files =0
Total Delete Directory=10
Total Moved Files=10
Tatal Lindate Cila Daveaiccinn — N

Logs perpage: 50 |«

et RCRRCSRERERERERRCRT

[Log] drop down list.

Show : All

Time
2009/01/29 11:44:34
2009/01/29 11:44:34
2009/01/29 11:44:34
2009/01/29 11:44:34
2009/01/29 11:44:37
2009/01/29 11:44:38
2009/01/29 11:44:38
2009/01/29 11:44:38
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39
2009/01/298 11:44:39
2009/01/29 11:44:39
2009/01/29 11:44:39

2ANNAMNAMIN 41:-44:20

PronetProtect .

v

Page: 1/1 »

Close £3

ies]
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5 Setting Up Backup Sets
A backup set contains all backup settings of a backup operation. This section will describe all features available
within a backu p set and explain how you can use each of them to achieve various tasks.
Each backup account can have multiple backup sets. Each backup set is an individual and independent  entity . For
example, if you want one directory to be backed up during the day and another directory to be backed up during
the night, you can create two backup sets, each with a different backup schedule and backup source, to serve this
need.
;3‘3
To start setting up b ackup set s, click the button to open the [Backup Setting] dialog. Asan exampl e, Il et
create a fAFile Backup Seto for the rest of this chapter.
|
v/[+| =] | General

\J General [ Backup Set

= Name :

|4 Backup Source Type: File Backup

\/ Backup Schedule [E User Authentication for Windows

\,13 Encryption oAbt

User Name :

¢ Continuous Data Protection Password :

[}, In-File Deta

& Retention Policy

Backup Filter

%> Command Line Tool

s Extra Backup

'3 Laocal Copy

'OJ Options

OK Cancel £3

On the left panel, press the button to create a new backup set.

5.1 Backup Set Type
x|

(® Backup Set

Name . |New Backup Set

Type: File Backup v
-
Lotus Domino Server Backup ‘7
Lotus Notes Client Backup F
MS Exchange Server Backup
MS Exchange Mail Level Backup
MS SQL Server Backup
MySQL Backup
Oracle Database Server Backup =

Next » Cancel
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A backup set can be of one of the following types:

Backup Type Description
File Backup set type to backup common files/directories
Lotus Domino Server Backup set type to backup Lotus Domino
Lotus Notes Client Backup set ty pe to backup Lotus Notes
MS Exchange Server Backup set type to backup Microsoft Exchange Server 2000 /2003 /
2007
MS Exchange Mail Level Backup set type to backup individual emails, contacts, calendars,
tasks etceteras from Microsoft Exchange Server 200 0 /2003 /2007
MS SQL Server Backup set type to backup Microsoft SQL Server 7.0 / 2000 /2005
MySQL Server Backup set type to backup MySQL Server
Oracle Database Server Backup set type to backup Oracle 8i/9i /10g database
System State Backup settypeto backup Mi crosoft Wi ndowds Sy

Backup set type is defined at backup set creation and cannot be modified. If you want to change the backup set
type, you have to create another backup set in the new backup set type

5.2 Backup Source

A fi Bckup Sourc eo defines the files/directories that are to be included in a backup set. There are two types of
backup source: Selected and Deselected. Selected backup source defines files/directories that are to be included in

a backup set while deselected backup source defines files/directories that are to be excluded from a backup set.
PronetProtect  will generate appropriate backup source setting for you automatically when you make your backup
source selection.

Please note that for Windows operating systems, if the fAHi de protected operating files (Re
enabled for the file explorer, system folders/files will not be shown in the backup source. By selecting the parent

folders however, all subfolders (including system folders/files) will be incl uded in the backup set. Thus if you want

to exclude system folders (e.g. recycle bin) from the backup, please select the desired folders/files directly rather

than selecting the parent folder. Alternatively, you can enter the corresponding system path to t he [Exclude List] of

the backup set using the web interface.
On the first screen of the dialog , you can easily select the following common folders to be backed up:

1. fiDesktop o folder

2. fiMy Documents 0 folder
3. fiFavorites 0 folder
4. fiOutlook 6 and fiOutlook Express © mail store folder

51
(&} Desktop

& My Documents

O

%]

[ < Favorites
O 3] outlook
O

[4) Outlook Express

Advanced »

4 Previous Next > Cancel £
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